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BACKGROUND

Internetovy pravék

 Poprvé na internetu v roce 1995
« Dial-up 14.4 Kkps

« ISDN

« ADSL 192/64 kbps

s ‘ Opnapster

° R an d om | PV4 Logging on to Server...
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PROBLEM ADOPCE TECHNOLOGII

Usual suspects:

1. automation
2. virtualization
3. containers
4. IPv6
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IPV6 — FIRST CONTACT

1.business requirements
2.enthusiast
3.real use case
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TZV. PLZENSKY MODEL IMPLEMENTACE IPV6

//cas.nebezi.cz ATy o =

PS C:\Users\ ipconfig

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix
IPv4 Address.
Subnet Mask
Default Gateway
PS C:\Users)

Pinging ds.nebezi.cz [85.239.227.179] with 32 bytes of data:

Control-C

PS C:\Users) > ping cas.nebezi.cz -6

Ping request could not find host cas.nebezi.cz. Please check the name and try again.
PS C:\Users\




POMALY GPON

* GPON @ * GPON
« 1000/500Mbps « 1000/1000Mbps

mikv i

Download

. Jmko
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37m left —17.9 MBE of 5.2 GE (2.3 MEB/seq)
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POMALY GPON VS RYCHLA WIF]

« GPON @ * WIFI
« 1000/500Mbps « 100/20Mbps

mikv :

Download

i r‘nh.'-.r
L - x
! im left — 234 MEB of 5.2 GBE [11.1 ME/sed)
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TEMP SOLUTION

A CAUTION

. mkow

o
2em left — 81.7 MB of 5.2 GB (3.3 MEBE/se(]
Legacy IP Only

This product does not support
the current generation of the
Internet Pratocal, IPwa.

WARP

- Tk
G — @,
4m left — 335 MEB of 5.2 GE (21.3 MEB/sec)

Connected

Your Internet is private.
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IPV6 MAGIC

Synology NAS

I

l snns

«+ Tunnel creation and communication

QuickConnect Server

Synology Relay Server

11111 Redirect traffic through dedicated port

IPv4
IPv4
IPv6
IPv6
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3MB/s
3MB/s
3MB/s
20MB/s
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Connecting Client Device

..

IPv4
IPv6
IPv4
IPv6
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TECHNOLOGICKY LEADER

1.mobilni | opticka sit bez IPv6
2.ghosting dotazu
3.208
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EXPLORING IPV6

Everybody has a testing
environment.

Some people are lucky enough
to have a totally separate
environment to run production
in.
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ROUTER/FIREWALL
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VYOS

vyosfivyos:~% show [tab]

Possible completions:

6.6.2024

ol

Open source router and firewall platform
Debian based — CLI-only
Operational/Configuration Mode

Full IPv6 support

Wireguard support

NAT64 support

Commercial & CE available

Automation (Ansible/Terraform/Salt)
Advanced networking

Radim Friedel, Den IPv6 (2024)

arp Show
bridge Show
cluster Show
configuration Show
conntrack Show
conntrack-sync
Show
date Show
dhcp Show
dhcpve Show
disk Show
dns Show
file Show
firewall Show
flow-accounting
Show
hardware Show
history show
host Show

Address Resolution Protocol (ARP) information
bridging information

clustering information

running configuration

conntrack entries in the conntrack table

connection syncing information

system date and time

Dynamic Host Configuration Protocol (DHCP) information
status related to DHCPve

status of disk device

Domain Name Server (DNS) information

files for a particular image

firewall information

flow accounting statistics
system hardware details
command history

host information




ENVIRONMENT

X PROXMOX
vmware
— Hyper—
8¢ VirtualBox
+SAVM 5‘(9%_&“
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IPV6 CONNECTIVITY

* No IPv6
 |Pv6 badly implemented
 |[Pv6 correct implementation

6.6.2024 Radim Friedel, Den IPv6 (2024)

*WAITING FOR MY ISP TO SUPPORT IPV6
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IPV6 TUNNEL

@ HURRICANE ELECTRIC
INTERNET SERVICES
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INSTALL

VyOS VM

1 vCPU

512MB RAM
2GB disk space
2 NIC

elcome to UypOSt

1
. Upl3S 1.5-rolling-2824868280821
L 1 current

# DNlocumentation: https://docs.wyos. iosenslatest
= Project news: https:7~blog.vwyos. io
= Bug reports: https:/7vyos.dev

configure

set interfaces ethernet ethO address DHCP
set interfaces ethernet ethO description WAN
set system name-server 1.1.1.1

set service ssh port 22

commit

Save

generate pki wireguard key-pair
Private key: xx
Public key: xx




CONFIGURE TUNNEL

configure

set interfaces wireguard wgl0 private-key xxx

set interfaces wireguard wg10 peer to-wgl10 address 37.205.8.113
set interfaces wireguard wg10 peer to-wgl0 port 51820

set interfaces wireguard wgl10 peer to-wg10 public-key xxx

set interfaces wireguard wgl0 port 51820

set interfaces wireguard wgl0 address 2a03:3b40:200::21a/64
set interfaces wireguard wg10 ipv6 address autoconf

set interfaces wireguard wg10 peer to-wgl10 allowed-ips ::/0
set protocols static route6 ::/0 interface wgl0

commit

save




IPV6 FIRST CONTACT

Vyos@vyos# ping 2600::

PING 2600::(2600::) 56 data bytes
64 bytes from 2600::: icmp_seq=1 ttI=50 time=121 ms
64 bytes from 2600::: icmp_seq=2 ttlI=50 time=120 ms

Vyos@vyos# ping 2600::1

PING 2600::1(2600::1) 56 data bytes

64 bytes from 2600::1: icmp_seq=1 ttI=51 time=22.0 ms
64 bytes from 2600::1: icmp_seq=2 ttI=51 time=21.6 ms

Vyos@vyos# ping 1.1

PING 1.1 (1.0.0.1) 56(84) bytes of data.

64 bytes from 1.0.0.1: icmp_seq=1 ttlI=128 time=7.64 ms
64 bytes from 1.0.0.1: icmp_seq=2 ttlI=128 time=7.58 ms

VYyOS@VyOos# ping Www.root.cz

PING www.root.cz(2001:67¢:68::76 (2001:67c:68::76)) 56 data bytes

64 bytes from 2001:67¢:68::76 (2001:67c:68::76): icmp_seqg=1 ttI=58 time=8.60 m
64 bytes from 2001:67¢:68::76 (2001:67c:68::76): icmp_seq=2 ttl=58 time=8.17



LAN SIDE

Single stack - IPv6 only from the beginning

ip6prefix '2a03:3b40:21a::/48'

set interfaces ethernet ethl address 2a03:3b40:21a::1/64

set service router-advert interface ethl prefix 2a03:3b40:21a::/64

Name server 1.1.1.1
set service router-advert interface ethl name-server 2606:4700:4700::1001

Name server naté4.net
set service router-advert interface ethl name-server 2a01:4f8:c2c¢:123f::1




WWW.NAT64.NET

Public NAT64 service

Getting started as end user:

1. Read the terms of service.

2. Configure your system to use these nameservers:
o 2a00:1098:2c::1
o 2a01:418:c2c:123f::1
o 2a01:4f9:c010:3f02::1

3. Spread the word.

Yes, that is really everything you need to do!

Name server nat64.net
set service router-advert interface ethl name-server 2a01:4f8:c2c:123f::1
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LOCAL NATO64

set service dns forwarding allow-from 2a03:3b40:21a::/64
set service dns forwarding cache-size '20000

set service dns forwarding dns64-prefix '64:ff9b::/96'

set service dns forwarding listen-address 2a03:3b40:21a::1
set service dns forwarding name-server 2620:fe::9

set nat64 source rule 1 source prefix 64:ff9b::/96

commit

save

Name server local NAT64
set service router-advert interface ethl name-server 2a03:3b40:21a::1




FINAL

ip a

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOWN group default qlen 1888
link-loopback BB:BH:B0:88:6H:HH brd BH:00:80:00:84 84
inet 127.8.8.1-8 scope host lo
valid_I1ft forever preferred_Ilft forever
inetb ::1-128 scope host nopref ixroute
valid_I1ft forever preferred_Ilft forever
Z: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default glen 1888
linksether BB:Bc:29:1e:?f:79 brd f£f:ff:ff:ff:ff:ff
altname enpdsl
inetb ZaB3:3b4B:21a:8:bd24:efda:dfd3:f47f 64 scope global dynamic nopref ixroute
valid_I1ft £591931sec preferred_lft 14331sec
inetb fedB: :cdBe :cdBc:548d :29eB-64 =cope link nopref ixroute
valid_I1ft forever preferred_Ilft forever
ping was.root.cz
PING wa.root.cz (20HB1:67c:68::76) 56 data bytes
64 bytes from 2001:67c:68::76: icmp_seq=1 tt1=57 time=7.76 ms
64 bytes from ZBH1:67c:68::V6: icmp_seq=2Z tt1=5¢ time=8.20 m=s
“C
--— wad.root.cz ping statistics ——-
Z packets transmitted, £ received, B< packet loss, time 1BH1ms
rtt mincsavg-smaxsmdev = 7.761/7.981-8.201-8.228 m=s
ping was.github.com
PING way.github.com (64:ff9b::Bc5Z2:7983) 56 data bytes
641 bytes from 1b-148-82-121-3-fra.github.com (64:ff9b::8c52:7983): icmp_seq=1 tt1=127 time=32.7 ms
64 bytes from 1b-148-82-121-3-fra.github.com (64:ff9b::8c52:7983): icmp_seq=2 tt1=127 time=32.7 ms
E& bytes from 1b-148-82-121-3-fra.github.com (64:ff9b::Bc52:V983): icmp_seq=3 tt1=127 time=32.8 ms




END

Deékuji za pozornost
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