Casta prekvapeni pfi zavadéni IPv6
...aneb ,,co vam internety nereknou®







V logach serveru vidim :ffff:192.0.2.1 a IP filtry povolujici
provoz z 192.0.2.0/24 nefunguiji!

This incident was the result of an infrastructure change that was made to our load balancers to prepare
us for IPv6 enablement of GitHub.com. This change was deployed to a subset of our global edge sites.

The change had the unintended consequence of causing IPv4 addresses to start being passed as an
IPv4-mapped IPv6-compatible address to our IP Allow List functionality.

For example 10.1.2.3 became ::ffff:10.1.2.3. While our IP Allow List functionality was developed
with IPv6 in mind, it wasn't developed to handle these mapped addresses, and hence started
blocking requests as it deemed these to be not in the defined list of allowed addresses. Request
error rates peaked at 0.23% of all requests.

We have so far identified three remediation items here;

- Update the IP Allow List functionality to handle IPv4-mapped addresses.

- Audit the rest of our stack to confirm there are no further places this IPv4-mapped IPv6 addresses flaw
exists.

- Improve our testing and monitoring processes to better catch these issues in the future.
GitHub incident, 01/2024
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https://www.githubstatus.com/incidents/5y8b8lsqbbyq

Kdyz prejdu na IPv6, prinese mi to vetsi bezpecnost a stabilitu a
lepsi vykon?

Previously, IPv6 mandated implementation of IPsec and recommended the key
management approach of IKE. This document updates that recommendation by

making support of the IPsec Architecture [RFC4301] a SHOULD for all IPvo6

nodes. (RFC 6434, 12/2011)

Jakou mate zkuSenost s rychlosti a peeringem na ipv6?
Jsem u starnetu (/64) a v CR ipv6 peering stile nefunguje, latence jsou cca dvoj aZ trojndsobné oproti ipv4.

KdyZ si udélam speedtest, tak na ipve dosahuiji cca 2/3 rychlosti ipv4.
TakZe Clovék si na ipve muZe sahnout, ale provoz musi primarné pfes ipv4.

MNa IP4 i IP6 mam stejnou latenci (g.cz). IP6 ma poloviéni rychlost, Mikrotik neumi pro IP6 hw-offload a visi na
CPU. To vyiesi £asem nowvy router.
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https://datatracker.ietf.org/doc/html/rfc4301
https://forum.root.cz/index.php?topic=21725.msg405309#msg405309

Dual-Stack je jen do€asnym resenim

Dual IP Layer Operation

The most straightforward way for IPv6 nodes to remain compatible with IPv4-
only nodes 1s by providing a complete IPv4 1mplementation. IPv6 nodes that
provide a complete IPv4 and IPv6 implementations are called "IPvo/IPvi4
nodes." IPv6/IPv4 nodes have the ability to send and receive both IPv4 and
IPve packets. They can directly interoperate with IPv4 nodes using IPv4
packets, and also directly 1nteroperate with IPv6 nodes using IPv6 packets.
(RFC 2893, Transition Mechanisms for IPv6 Hosts and Routers, 08/2000)
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Potfebujeme tedy (doma) jesté vibec IPv4?

Do We Need IPv4 at Home/SOHO Any
More?

£

By Torbjorn Eklov
Senior Network Architect, DNSSEC/IPv6

May 02, 2024 Views: 6669 Add Comment

S S—

[t depends.
(Mostly we do.)

https://circleid.com/posts/20240502-do-we-need-ipv4-at-home-soho-any-more
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,Mam IPve”

| found this on my phone and was hoping someone can explain it to
me. This is listed under lpv6 on my wifi network. Can anyone tell me it

it's legit?
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Provoz z link-local adres neprochazi routerem do dalSich siti

|

fe80::c54d:ef5b:ff98:3bec/64

fe80::2019:9dff:fe49:3190/64

==

fe80::2019:9dff:fe49:3190/64

fe80::2019:9dff{fe49:3190/64

fe80::d016:fff:fead:3b8/64

|
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_Mam IPv6“ — 6to4 (2002::/16)

U firemniho tarifu (ne business) je spolecné s verejnou pevnou IPv4 uz

|Pv6 néjakou dobu taky, a to jako tunel 6to4. Coz funguje v pohodé.

6to4 nepouziva jenom Vodafone, ale treba taky Nej.cz, takze byt k tomu

muzZe mit Clovék vwhrady, tak to zase neni aZ tak ojedinéla véc.

Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024)



Mam IPv6?

* Mate adresy z globalné routovatelného unicast (GUA) IPv6 rozsahu
(adresy z rosahu 2000::/3, tj. zacinajici dvojkou nebo trojkou)

e Adresy jsou registrované na konkrétniho ISP (tj. ne Teredo ani 6to4)

* Mate funkéni konektivitu do IPv6 Internetu

* Provoz mezi vasi siti a Internetem muze prochazet ru¢né spravovanym
tunelem (napf. 6in4, 6rd, OpenVPN, Wireguard od vpsFree)

* Pro kvalitu sluzby je zpravidla lepsi, kdyz je cesta IPv4 a IPv6 paketu od
vas stejna (nativni konektivita byva lepsi nez tunel)



Mam IPv6?

Pokud pouzivate adresy z globalné NEroutovatelného IPv6 rozsahu, t;j.
typicky ULA (fc00::/7, zpravidla fdXX:XXXX:XXXX::/48), nemate globalné
routovatelnou (plnohodnotnou) IPv6 konektivitu

ULA jsou adresy pro ,vnitrni pouziti“ v ramci vasi infrastruktury

40 bitu oznacenych jako ,,X“ by mélo byt celosvétové unikatnich,
zaregistrovat si je mulzete treba v neoficialnim registru
https://ula.ungleich.ch/, vygenerovat na https://unique-local-ipv6.com/
Maji v dual-stack sitich nizsi prioritu nez IPv4 i nez globalné
routovatelné IPv6

ULA mohou koexistovat s GUA, hodi se napfr. pro pripady, kdy
potrebujete stabilni interni adresu néjaké sluzby, kdyz GUA muze
,Zmizet”



https://ula.ungleich.ch/
https://unique-local-ipv6.com/
https://unique-local-ipv6.com/
https://unique-local-ipv6.com/
https://unique-local-ipv6.com/
https://unique-local-ipv6.com/

Tedy kdyZz mam LAN 10.255.255.0/24, mam pro IPv6 pouzit ULA?

10.255.255.2 10.255.255.1/24 192.0.2.1 T
P
Iy
&1

L
fd06:2530:1375:beef::1002 fd06:a530:1375:beef::/64 2001:db8:dead:beef::1/64
10.255.255.2 <-> 142.251.36.100 192.0.2.1 <-> 142.251.36.100

£fd06:a530:1375:beef::1002 <-> 2a00:1450:4014:80e::2004

2001 :db8:dead:beef::1 <-> 2a00:1450:4014:80e::2004

 ULA jsou adresy pro ,vnitrni pouziti“ v ramci vasi infrastruktury

* Maji v dual-stack sitich nizsi prioritu nez IPv4 i nez globalné
routovatelné IPv6

 Nepouziva se NAT z IPv6 do IPv6
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Takze v IPv6 neni NAT?

* VIPVv6 je spousta druhu NATu!

 NAT64 pro pristup z IPv6 do IPv4 siti

 NPTv6 preklada IPv6 blok A na IPv6 blok B

* NAT46 zpristupnujici IPv4 strojum vybrané IPv6 prostredky

* |Pv6 DNAT, remapuijici cilovou adresu

* |Pv6 SNAT 1:1, prekladajici pakety s jednou IPv6 adresou na jinou
Pv6 adresu

* |IPv6 maskarada 1:M, ,,schova” vic ruznych stroju s IPv6 adresami za

jednu (jinou) vybranou IPv6 adresu

NAT64 je prechodovy mechanismus, zbavujici koncoveé sité zavislosti na
IPv4
NPTv6 pomaha v konfiguracich ,zalozniho pripojeni®
NAT46 a DNAT se pouzivaji v load balancerech




Tedy kdyz mam LAN 10.255.255.0/24, mam pro IPv6 pouzit GUA?

10.255.255.2 10.255.255.1/24 192.0.2.1 T
P
Iy
&1

NAT

L -

2001:db8:dead:beef::1002 2001:db8:dead:beef::/64

10.255.255.2 <-> 142.251.36.100
192.0.2.1 <-> 142.251.36.100

2001 :db8:dead:beef::1002 <-> 2a00:1450:4014:80e::2004

* Provoz z pocitaCe do Internetu jde skrze router, ale na routeru se
pakety neméni. Adresa pocitace zustava viditelna i pro server v
Internetu.

 Router ma zpravidla i svou WAN adresu (ekvivalent 192.0.2.1), ale

obvykle ji nemusite zjiStovat, nepotrebujete ji
6.6.2024 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024) 14



Globalni, lokalni a link-local adresy na jedné siti spolecné...”?

Ll -

2001:db8:dead:beef:b0b3:216f:6d48:5aa9 2001:db8:dead:beef::1
fd06:a530:1375:ceed:b0b3:216f:6d48:5aa9 fd06:a530:1375:ceed::1
fe80::b0b3:216f:6d48:5aa9 fe80::f89f:2971:302d:859e
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Pridélovani IPv6 adres v LAN: What a mess!

B

General
ID Mame(Vlan) Assigned Type Address
LAN(VLAN): 1
Assigned Type: Mone -
oK Cancel RO
DHCPvG

SLAAC+Stateless DHCP

| SLAAC+RDNSS | ...ale jaké adresy router pouzije?

passthrough

6.6.2024 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024)



==

6.6.2024

IPv6 WAN: Mezi nami routery

Sl

Configure the IPv6 Internet setting of RT-AX54HP.
1Pv6 FAQ

Basic Config

Connection type

v Disable
Native

Static IPv6

Passthrough

FLET'S IPv6 service

Tunnel 6to4

Tunnel 6in4

Tunnel 6rd

Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024) 17



IPv6 WAN: Mezi nami routery: Passthrough

DHCPv6 relay
NDP proxy -;.|6D‘ L -
(relayd na openwrt) '

2001:db8:dead:beef::1

2001:db8:dead:beef:fc54:ff:fe01:5603

e
2001:db8:dead:beef:b0b3:216f:6d48:5aa9

6.6.2024 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024) 18



IPv6 WAN: Mezi nami routery: 6in4, 6rd

2001:db8:bad:cafe::2/64 2001:db8:bad:cafe::1/64
; S g
: Ry ——r——— " -
@ 192.0.2.2 & l Le 198.51.100.11 ¢~ l Le
0
®
: T vevani | Ades
X Router vlevo, IPv4 192.0.2.2
©
é Router vpravo, |Pv4 198.51.100.11
x Router vlevo, IPv6 2001:db8:bad:cafe::2/64
Router vlevo, gateway 2001:db8:bad:cafe::1
Router vpravo, IPv6 2001:db8:bad:cafe::1/64
e Y
Router vlevo, delegovany )1 . 418.dead:beef::/64
2001:db8:dead:beef:b0b3:216f:6d48:5aa9 prefix
I
IPv6 tunel IPv4 Internetem
I

IPv4 provoz

6.6.2024 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024) 19



IPv6 WAN: Mezi nami routery: Static

2001:db8:bad:cafe::2/64

2001:db8:bad:cafe::1/64

e

2001:db8:dead:beef::1

2001:db8:dead:beef::/64

ey

2001:db8:dead:beef:b0b3:216f:6d48:5aa9

!
2001:db8:bad:cafe::/64 .j ’_’
t

&) G
S naaveni | Adesy

Router vlevo, IPv6 2001:db8:bad:cafe::2/64
Router vlevo, gateway 2001:db8:bad:cafe::1

Router vpravo, IPv6 2001:db8:bad:cafe::1/64

Router V'e;’:’éffxe'ego"a”y 2001:db8:dead:be00::/56

Router vlevo, vybrany

orefix pro LAN 2001:db8:dead:beef::/64

IPv6 provoz
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IPv6 WAN: Mezi nami routery: Native (DHCPv6 PD)

2001:db8:bad:cafe::2/64 2001:db8:bad:cafe::1/64

!
2001:db8:bad:cafe::/64 .j ’_’
e

-

. v, 5
Jaké mam pouzit adresy pro LAN~ ‘_1 l Le

2001:db8:dead: beef::l

2001:db8:dead:beef::/64

|E|

2001:db8:dead:beef:b0b3:216f:6d48:5aa9

Pouzij 2001:db8:dead:be00::/56

T voatvani | ades

Router vlevo, IPv6 2001:db8:bad:cafe::2/64
Router vlevo, gateway 2001:db8:bad:cafe::1
Router vpravo, IPv6 2001:db8:bad:cafe::1/64

Router vlevo, delegovany

el 2001:db8:dead:be00::/56

Router vlevo, vybrany

prefix pro LAN 2001:db8:dead:beef::/64

IPv6 provoz

DHCPv6 ziskani prefixu
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Jak si router vybere adresy pro LAN?

Pokud je delegovany prefix od ISP 2001:db8:dead:be00::/56...
...jak si muj router vybere blok adres pro svou LAN?
2001:db8:dead:be00::/64
2001:db8:dead:beff::/64
A co pro 2001:db8:dead:0000::/487
2001:db8:dead:0000::/64

2001:db8:dead:ffff::/64

6.6.2024 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024)
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Pridélovani IPv6 adres v LAN: What a mess!

B

General
ID Mame(Vlan) Assigned Type Address
LAN(VLAN): 1
Assigned Type: Mone -
oK Cancel RO
DHCPvG

SLAAC+Stateless DHCP

I SLAAC+RDNSS I Implikuje blok o velikosti /64

passthrough
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MdU{zu pouzit ,mensi“ (nebo ,vétsi“) blok nez /647
Kdy? Jak to funguje?

Ano!
(Kdykoli se nepouziva SLAAC.)



6.6.2024

Delegujeme, delegujeme

Jaké mam pouzit adresy pro LAN?

PouZij 2001:db8:dead:be00::/56 Q
L -0

3
L

==

o

O

>

&

. 2
: Q
> 0
2 -2
yo)

g S
o Q
© ©
g |3
8 v7T
—i

o

o

~

U

Jaké adresy...?

>
2001:db8:dead:be88::/64 Sorry jako! —
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Delegujeme, delegujeme: reboot routeru

Jaké mam pouzit adresy pro LAN?

PouZij 2001:db8:dead:be00::/56 Q
L -0

Jaké adresy...?

<
2001:db8:dead:be80::/60

<

L
. v 2001:db8:dead:be88::1002/64
2001:db8:dead:be88::/64

oll 2001:db8:dead:be88::/64

Jaké adresy...?

Neznam cestu k
2001:db8:dead:be88::/64
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Delegujeme, delegujeme: zména prefixu

Jaké mam pouzit adresy pro LAN? T

Zména, pouzij 2001:db8:b00b:be00::/56 CQ_.

oll 2001:db8:dead:be88::/64

L =
v 2001:db8:dead:be88::1002/64

R2 a R3 pouzivaji pro LAN
ptivodni adresy, dokud
nevyprsi ,lease time“
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6.6.2024

==

Prisel Cas NAT?

Jaké mam pouzit adresy pro LAN? T ’_,

Jaké adresy...?

<

NAT667?

I

@)
\J

Sorry jako

Pouzij 2001:db8:dead:be00::/56 CQ_.

NIE

RADSEJ

NDP

PROXY! |
>

. \ )
~ 9 \ 7
I/
=

NAT66?

g % 4
A -\
o589 . e
. ,f,‘\ 2 \‘:,/
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Otazky ke zménam prefixu

Kdyz zménim ISP, dostanu pro svou LAN tedy nové adresy? Podobné kdyz
me ISP precisluje? V IPv4 se obvykle méni jen verejna IPv4 adresa a

statické pridély v LAN zUstavaiji.

Pokud nastavim firewall podle aktualnich prefix( a adresy se mi zméni,
znamena to, ze budu muset celou konfiguraci firewallu predélavat?

A nemuzu si radsSi nechat LAN na IPv4 a IPv6 pouzit jen na WAN (od
routeru do Internetu)?



Kdyz se v IPv6 nepouziva NAT, potrebujeme jesté connection
tracking? A firewall?

When IPv6 "happens” will most installation be expected not to use
NAT ? (and the built-in security block that it represents)

What is being done to mitigate the side effect of retoring the "end-to-end" principle ?

Will there be no NAT, but every router will by default block all inbound connections to simulate how things are on IPv4
plus NAT ?

Will | have to remind my grandmother to remember to set her pre-routing inbound firewall policy to "block" ?



Kdyz se v IPv6 nepouziva NAT, potrebujeme jesté connection

tracking? A firewall?

LAN ~ WAN

Firewall — ,,povol ICMPv6 a HTTP(S), vSe ostatni zahod“

Protokol Zdrojovy port Cilovy port
LAN WAN TCP Libovolny 80 nebo 443 Povolit
WAN LAN TCP 80 nebo 443 Libovolny Povolit
Libovolny Libovolny ICMPV6 (n/a) (n/a) Povolit
Libovolny Libovolny Libovolny Libovolny Libovolny Zakazat

Co se stane, kdyzZ z Internetu zkusite navazat spojeni z portu 80/tcp na port 22/tcp cile v LAN?

Problémy tohoto (bezestavového) firewallu:
* Slozitd konstrukce pravidel (nutno zaddvat oba sméry)
* Prustrelny

6.6.2024 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024)
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Kdyz se v IPv6 nepouziva NAT, potrebujeme jesté connection
tracking? A firewall?

!
LAN 9 WAN CQ’_’_.

&l

Stavovy firewall — ,,povol ICMPv6 obéma sméry a vSechen provoz z LAN, vsSe ostatni zahod™

Protokol Zdrojovy port Cilovy port

LAN WAN Libovolny Libovolny Libovolny Libovolny Povolit

WAN LAN Libovolny Libovolny Libovolny Neplatny Zakazat
Odpovéd na

WAN LAN Libovolny Libovolny Libovolny ;’r?i?:(i)(i\e/;]:é\ , Povolit
LAN

Libovolny Libovolny ICMPvV6 (n/a) (n/a) Libovolny Povolit

Libovolny Libovolny Libovolny Libovolny Libovolny Libovolny Zakazat

Co se stane nyni, kdyZ z Internetu zkusite navazat spojeni z portu 80/tcp na port 22/tcp cile v LAN?
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A kdyz chci omezit Internet jen pro nektera zarizeni v LAN?

192.168.1.128

192.168.1.10

IP LAN IP Internet Firewall
192.168.1.128/25 Kamkoli Povolit
192.168.1.10 Kamkoli Zakazat
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A kdyz chci omezit Internet jen pro nektera zarizeni v LAN?

2001 :db8:dead:cal:3cd4e:984a:£f£f5d:4245
2001 :db8:dead:cal:£84d:3d87:47de:7715

!
P
»LQ—.

Sl

2001 :db8:dead:cal::1

2001 :db8:dead:cal:3c4e:984a:£f£5d:4245
2001:db8:dead:cal:£84d:3d87:47de:7715

30:AE:A4:07:0D:64

MAC LAN Cil Firewall
30:AE:A4:07:0D:64 Internet Zakazat
Libovolnd Kamkoli Povolit

ip6tables -A FORWARD -i lan -m mac --mac-source 30:AE:A4:07:0D:64 -o wan -j REJECT
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A kdyz chci omezit Internet jen pro nektera zarizeni v LAN?

2001:db8:bad:10:3c4e:984a:££5d:4245
2001:db8:bad:10:£84d:3d87:47de:7715

2001:db8:bad:10::1 T

2001:db8:bad:20:3c4e:984a:£f£5d4:4245
2001:db8:bad:20:£84d:3d87:47de: 7715

VLAN Cil Firewall
2001 :db8:bad:20::/64 loT Internet Zakazat
2001 :db8:bad:10::/64 Users Kambkoli Povolit
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A jak udélam v IPv6 port forwarding?

IPv4 port forwarding na routeru:
1. DNAT z vnéjsi IPv4 adresy+portu X routeru na interni adresu+port X pocitace
2. Otevreni vnéjsiho portu X na firewallu

A
cr— @@L

IPv6 ,,port forwarding” na routeru (Iépe: zpfistupnéni sluzby v LAN):
1. Otevreni portu na firewallu (,,z Internetu na IPv6 adresu pocitace a port X v LAN“)

Problém:
Jak na routeru identifikovat pocitac v LAN, kdyz obvykle ma dynamickou adresu?
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Chci zpristupnit sluzby na domacim serveru z Internetu, ale
IPv6 adresa routeru je jina nez co mi ukazuje ,,mojeip.cz” z
pocitace, co s tim?

192.168.1.17

D 192.0.2.2 T K mojeip.cz

.j
1 Ne—— B

X 192.168.1.1 Vase IP je:
XX 192.0.2.2
— I
192.168.1.2
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Chci zpristupnit sluzby na domacim serveru z Internetu, ale
IPv6 adresa routeru je jina nez co mi ukazuje ,,mojeip.cz” z
pocitace, co s tim?
2001:db8:deaf:beef:f4af:7cdf:7547:1375

D 2001:db8:cafe:b0b::2 T (_’ mojeip.cz

9 »DQ—- ~ =

&1 Ce ——

XX 2001:db8:deaf:beef::1 VasePje:
oo 2001:db8:deaf:beef:

—_— VaZespie:
2001:db8:deaf:beef:2019:9dff:fe49:3190 2001-dbg-deat:-beaf:c
2001:db8:deaf:beef:c438:b8a3:b220:64dd 138-[8 3',| 229',64 |'|

2001:db8:deaf:beef::404

6.6.2024 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2024) 38



Mam na routeru DynDNS, ale na server ve vnitrni siti se pomoci
jména nedostanu

dyndnsl.service.com A 192.0.2.2
dyndnsl.service.com AAAA 2001:db8:cafe:b0b::2
dyndnsl.service.com AAAA 2001:db8:deaf:beef::1

192.0.2.2
2001:db8:cafe:b0b::2 T

S
> -9
dyndnsl L

2001:db8:deaf:beef::1

dyndns2

dyndns2.service.com A 192.0.2.2
2001:db8:deaf:beef:2019:9dff:fe49:3190 dyndns2.service.com AAAA 2001:db8:deaf:beef:2019:9dff:fe49:3190
2001:db8:deaf:beef:c438:b8a3:b220:64dd dyndns2.service.com AAAA 2001:db8:deaf:beef:c438:b8a3:b220:64dd
2001:db8:deaf:beef::404 dyndns2.service.com AAAA 2001:db8:deaf:beef::404
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Jsem za CGNATem, pomuze mi IPv6 zpristupnit sluzby z
Internetu?
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A jak funguji VPNky, kdyz nemame privatni adresy?

Vnitini sit VPN (typicky Sifrovana)

10.255.255.2 10.255.255.1/24

Sit pfistupna z VPN serveru (tfeba Internet)

192.0.2.1 142.251.36.100

2001 :db8:dead:beef::1002 2001 :db8:dead:beef::/64 2a00:1450:4014:80e::2004

10.255.255.2 <-> 142.251.36.100

192.0.2.1 <-> 142.251.36.100

2001 :db8:dead:beef::1002 <-> 2a00:1450:4014:80e::2004
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A co takhle ,,zalozni ISP, jak se to dela bez NATu?

2001:db8:beef::/64

Varianta 1: Precislovani ,,Cervené” sité z
2001:db8:beef::/64 na 2001:db8:dead::/64

Varianta 2: NPTv6, router bezestavové ,prepisuje” adresy v fg JL Lo
paketech, vidy N bit(. Napfr. pro NPTv6 pro 48 bitu dojde v

paketech k prepsani zdrojové adresy — misto 2001:db8:beef: v

ni bude 2001:db8:dead: (a naopak pri odpovédi z Internetu).

BéZny NAT udrzuje informace o kazdém spojeni zevnir ven.
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6.6.2024

Wi-Fi-Ethernet bridge a IPv6
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6.6.2024

Wi-Fi-Ethernet bridge a IPv6

FIGURE 3.20 802.11 MAC addressing

Bits: 2 2 4 1 1 i 1 1 1 i 1
Protocol To | From | More Power | More | Prot.
Version Type | Subtype DS | DS Frag Retry Mgmt | Data | Frame Order
P ] _+" Frame Control field
To DS From DS Address 1 Address 2 Address 3 Address 4
0 0 RA =DA TA = SA BSSID N/A
0 i RA = DA TA = BSSID SA N/A
1 0 BA = BSSID TA=SA DA N/A
1 i RA TA DA SA

» SA = MAC address of the original sender (wired or wireless)

» DA = MAC address of the final destination (wired or wireless)

» TA = MAC address of the transmitting 802.11 radio

* RA = MAC address of the receiving 802.11 radio

» BSSID = L2 identifier of the basic service set (BSS)
https://mrncciew.com/2014/09/28/cwap-mac-headeraddresses/
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<- bézny wi-fi klient

<- WDS


https://mrncciew.com/2014/09/28/cwap-mac-headeraddresses/
https://mrncciew.com/2014/09/28/cwap-mac-headeraddresses/
https://mrncciew.com/2014/09/28/cwap-mac-headeraddresses/
https://mrncciew.com/2014/09/28/cwap-mac-headeraddresses/
https://mrncciew.com/2014/09/28/cwap-mac-headeraddresses/
https://mrncciew.com/2014/09/28/cwap-mac-headeraddresses/
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IPv4 vs. IPv6 localhost

127.0.0.1
127.0.0.1/8
127.0.0.1 az 127.255.255.254
: 1
::1/128
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NAT64, well-known prefix a privatni IPv4 adresy

o + t-— - +
| IPv6é network | | IPv4 |
| | +----——--- + | network |
| | --| Name server |--| |
| | | with DNS64 | | +--—--+ |
| +--—-—+ | +-——————————— + | | H2 | |
| | HL |-~ | | -t |
| +----+ | +-————— + | 192.0.2.1 |
|12001:db8::1|------ | NAT64 |----| |
| | #mmmm - + |
I I I I I
e e e e e + e e +
(rfcoldo)
e - - e e +
| Well-Known Prefix | IPv4 address | IPv4-Embedded IPv6 address |
Fmm e - o +
| 64:££9b::/96 | 192.0.2.33 | 64:££9b::192.0.2.33 |
Fmm e - o +
(rfcoe052)

The Well-Known Prefix MUST NOT be used to represent non-global IPv4 addresses, such as
those defined in RFC1918


https://datatracker.ietf.org/doc/html/rfc6146section-3.5.4
https://datatracker.ietf.org/doc/html/rfc6052
https://datatracker.ietf.org/doc/html/rfc1918

Docker a zarizeni bez IPv4 a dalsi potize

/app/bin # 1p a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
26964: ethO@i1f26965: <BROADCAST,MULTICAST,UP,LOWER UP,M-DOWN> mtu 1500 gdisc noqueue state UP
link/ether 02:42:ac:15:00:05 brd ff:ff:ff:ff:ff:ff
inet 172.21.0.5/16 brd 172.21.255.255 scope global eth®
valid 1ft forever preferred 1ft forever
inet6 2a :9900:1000:1:0:5/96 scope global flags 02
valid 1ft forever preferred 1ft forever
inet6 fe80::42:acff:fel5:5/64 scope 1link
valid 1ft forever preferred 1ft forever
/app/bin # I

:@ - akerouanton commented 2 weeks ago Member

We're currently working on IPv6 improvements and we plan to add a way to disable IPv4 altogether soon.

P

A=/ » 2

Issue 32850 (a dalSich 150+ issues obsahuijicich IPv6)



https://github.com/moby/moby/issues/32850#issuecomment-2127834927
https://github.com/moby/moby/issues/32850#issuecomment-2127834927
https://github.com/moby/moby/issues/32850#issuecomment-2127834927

Mam konektivitu od Cogentu, ale nedostanu se do sité

6.6.2024

Hurricane Electric

R Pl.'

:f 4 50 en‘l‘ (As ]'7&-0 . i,
: PleOS IPv6 Pgu.w‘“\u

= XOX0Oox
K7 @HURRICANE ELECTRIC

s (AS6A39)

- »
3 — v
- ——

(NANOG 47, 09/2009, YouTube)
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https://www.youtube.com/watch?v=7CObnXjmDtg
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Diky
m linkedin.com/in/radek-zajic/

@zajDee
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