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Podékovani

Jakub Horn Cisco Systems

V této prezentaci jsou pouzity vizualizace z Jakubovy skvélé prezentace.
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Doprava dat do cile

smerovani dle cilové IP - Destination Address (DA)
— primé
— tunelované (GRE, Geneve, VxLAN...)

smeérovani dle stitkt — Label (MPLS)

NIX-CZ



Destination Address

Vyhody
— jednoduché (intuitivni)

Nevyhody

— zadny ,TE“
— neskaluje

NIX-CZ



MPLS

Vyhody

— Skalovatelnost / flexibilita
— kompatibilita

— bezpecnost

— podpora vice sluzeb

Nevyhody

— komplexita

— omezena podpora pro cloudoveé sluzby

— narocnost na zdroje

— odhalovani problém NIX:-CZ



Segment routing

cestu siti urCuje zdrojovy nod — ,,source routing”
cesta siti obsazena v kazdém paketu

— na ingress node se provede lookup IGP a vybere nejvyhodnéjsi cesta
skrz ,,segmenty”

— kazdy segment ma unikatni identifikator (Segment ID - SID)

— provoz v ramci segmentu je ve vychozim nastaveni smérovan nejkratsi
cestou

kompatibilni s ,,MPLS label stack”

— jednoducha migrace
NIX-CZ



Segment routing — dve instance

SR-MPLS
— segment je definovan v MPLS ,,label”

SRv6

— data plane vyuziva IPv6
— segment je kddovany v IPv6 adrese

NIX-CZ



Segment routing — SR - MPLS
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Segment routing - TE
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Segment routing
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SRv6

IPv6 Header
Destination IP address
Next header field:

TCP, UDP, ICMP....
IPv4, IPv6, L2

ver tc flow label

payload length 143 hop limit

source address

Gestination addreD

ver ddurce port todestination MAC destileatith port

destinattbn MAGCsequence flagaber sdagapmoOffset

ttl ackioselrsigmant @urhbader checksum

hlen restieretipe cosewsits IP address window

checksum destination IP address urgent

options

LPEPakiitad
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SRv6

IPv6 Header

Destination IP address

Next header field:
TCP, UDP, ICMP....
IPv4, IPv6, L2

Hop by Hop, Dest. Options,
Fragmentation, Authentication Header

ver

tc flow label

payload length 51 hop limit

source address

destination address

g 6 ‘> payload len reserved

security parameters index

sequence number

authentication data

source port destination port

sequence number

acknowledgment number

hlen

reserved code bits window

checksum urgent

options

TCP data

AH IPvé Header

TCP Header



SRv6

IPv6 Header

Destination IP address

Next header field:
TCP, UDP, ICMP....
IPv4, IPv6, L2

Hop by Hop, Dest. Options,
Fragmentation, Authentication Header

* 43 - IPv6 Routing Header
0 Source Route (deprecated)
1 Nimrod (deprecated)
2 Type 2 (RFC 6275)
3 RPL (RFC 6554)

ver tc flow label

payload length 43 hop limit

source address

destination address

next header hdr ext len routing type segments left

|
Routing Header

IPv6 Header



SRv6

IPv6 Header
Destination IP address

Next header field:
TCP, UDP, ICMP....
IPv4, IPv6, L2

Hop by Hop, Dest. Options,
Fragmentation, Authentication Header

* 43 - Routing Header
0 Source Route (deprecated)
1 Nimrod (deprecated)
2 Type 2 (RFC 6275)

3 RPL (RFC 6554)
4 SRH (RFC 8754)

RFC 2460

RFC 8754

ver tc flow label

payload length 43

source address

destination address

hop limit

next header hdr ext len 4 segments left
last entry flags tag
SID[0]
SID[1]
SID[n-1]

Optional TLVs

IPv6 Header

SRH



SRH

Segment Routing Header

First Segment
Pointer to very first SID

ver tc

flow label

payload length 43

source address

destination address

hop limit

next header hdr ext len 4 segments left
last entry j) flags tag
SID[0]
SID[1]
SID[n-1]

Optional TLVs

NIX-CZ
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SRH

Segment Routing Header

First Segment
Pointer to very first SID

Segments left
Pointer to Active SID
Active SID always in destination addr

copy

ver

payload length

source address

flow label

43

hop limit

ACTIVE SID
next header hdr ext len 4 Gegments left P
last entry flags tag‘ T
SID[0] /

SID[1] /

¥

ACTIVESID

SID[n-1]

Optional TLVs

—

NIX-CZ
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Struktura SIDu - Locator

1111:2222:3333:4444:5555:6666:7777:8888

\ ) \ )
Y Y

Locator Funkce
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SA:2001::1
DA:2001:db8:0:
NH:RH

Type:4 (SRH)
NH:IPv4|SL:
Segment List:
[0]:2001:db8:0:
[1]:2001:db8:0:
[2]:2001:db8:0:
[3]1:2001:db8:0:

SA:2001::1
DA:2001:db8:0:
NH : RH

Type:4 (SRH)
NH:IPv4|SL:
Segment List:
[0]:2001:db8:0:
[1]:2001:db8:0:
[2]:2001:db8:0:
[3]1:2001:db8:0:

BGP:2001:db8:0:4:ecece::

A

SA:2001::1
DA:2001:db8:0:
NH:RH

SA:2001::1
DA:2001:db8:0:4:ececece::
NH:IPv4

Type:4 (SRH)
NH:IPv4|SL:
Segment List:
[0]:2001:db8:0:
[1]:2001:db8:0:
[2] :2001:db8:0:
[3]1:2001:db8:0:

Type:4 (SRH)
NH:IPv4|SL:0

Segment List:
[0]:2001:db8:0:4:ececee::
[1]1:2001:db8:0:3:48::
[2]1:2001:db8:0:2:1::
[3]1:2001:db8:0:1:1::




Struktura SID

1111:2222:3333:4444:5555:6666:7777:8888

\ J \ \ J
Y Y Y
Locator FunkcePadding
\ J\ J\ J\ J\ )
Y Y Y Y Y
Blok Nlogle Funkce Argument Padding
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SRv6 - uSID (uSID)

y,Zjednoduseni”
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SRv6 uSID format

SRV6 Encapsulation

SRV6 USID Container sggggidlj;8041000
A NH:RH
( \ Type:4 (SRH
2001 :0db8 : 0100 : 0200 : 0300 : 0400 : 0500 : 0000 A TPwa 511

Segment List:

\ J | J . = e
Y — ey ey (01 2ot a0
: 2001:db8:0:3:48:0:0:0
SRv6 uSID uSID  uSID uSID uSID EoC E:ﬂ 08 O a0
[4]: 2001:db8:0:1:42:0:0:0
Block 1 2 3 4 6
SA:7.5.4.3
DA:11.6.19.71
Port:UDP
FXXYY -> XX= Block size; Y=uSID size e
F1608 fcbb :0102 : 0304 : 0506 : 0708 : 0901 : ObOc : 0dOe SRV6 uSID Encapsulation
YWY P P Yy Y Y P
Skmsqs QSD;Q%Q?QSZQ SQU4 SA:2001::1
0 /o DA:2001:db8:100:200:300:400:500::
%k NH: IPv4
F4816 | 2001 :0db8 : aaaa : 0001 : 0002 : 0003 : 0004 : 0005 N
L Y J\ Y  — J\ Y ) Y J DA:11.6.19.71
Port:UDP

UDP Header/Data

F3224/ fcbb :bb00 : 0000 : 0100 : 0002 : 0000 : 0300 : 0004
l

J \ A J A J
| | | | |




QQ

ORCR0)

® @

BGP:2001:db8:4:cecece::

SA:2001::1
DA:2001:db8:4:eccece: :
NH:IPV4




SRv6 uSID vice nez 6 SIDU?

100->200->300->400->500->600->700->800->900->a00->b00

Container 1 2001 : 0db8 : 0100 : 0200 : 0300 :
Container 2 2001 : 0db8 : 0700 : 0800 : 0900 :
SA:2001::1
DA:2001:db8:B00:H00:800:800:B00:600
NH : RPk/4
Type:4 (SRH)

NH:IPv4|SL: 0
Segment List:
[0]: 2001:db8:700:800:900:a200:b00::

SA:7.5.4.3
DA:11.6.19.71
Port:UDP

UDP Header/Data

0400 : 0500 : 0600

0a00 : 0b0O0 : 0000

Shift & Forward

END of Container

-> is there SRH?
Decrement SL

Copy New SID (Container)
PSP

NIX-CZ



SRv6 functions: Rizeni a sluzby / Instrukce

I A

H.Insert / H.Encaps
H. Encaps.L2
H.Encaps.M

Headend with Insertion / Encapsulation of / into an SRv6 policy
H.Encaps Applied to Received L2 Frames
H.Encaps Applied to MPLS Label Stack

End uN Endpoint [Node SID]
End.X uA  Endpoint with Layer-3 cross-connect [Adj SID]
End.B6.Insert uB6.Insert Endpoint bound to an SRv6 policy [BSID]
End.B6.Encap uB6.Encaps Endpoint bound to an SRv6 encapsulation policy [BSID]

End.DX6 uDX6 Endpoint with decapsulation and IPv6 cross-connect [L3VPN Per-CE]
End.DX4 uDX4 Endpoint with decapsulation and IPv4 cross-connect [L3VPN Per-CE]
End.DT6 uDT6 Endpoint with decapsulation and specific IPv6 table lookup [L3VPN Per-VRF]
End.DT4 uDT4 Endpoint with decapsulation and specific IPv4 table lookup [L3VPN Per-VRF]
End.DT46 uDT46 Endpoint with decapsulation and specific IPv4&v6 table lookup [L3VPN Per-VRF]
End.DX2 uDX2 Endpoint with decapsulation and L2 cross-connect [E-LINE]
End.DT2U/M uDT2U/M  Endpoint with decapsulation and L2 unicast lookup / flooding [E-LAN]
End.DTM uDTM  Endpoint with decapsulation and MPLS table lookup [Interworking]

[TiLFA]
[L2 Port Mode]

[Interworking]



The DA encodes the desired path,
from Site A to Site B.

UN(8): “go via shortest path to node 8”,
identified by oxo800 for human readability

UN(7): “go via shortest path to node 7”,

Site A identified by oxo700 for human readability
uUN(2): “go via shortest path to node 2”,
identified by oxo200 for human readability

Site B End of Container, identified by oxoo00

End of Container, identified by oxooo0

End of Container, identified by oxoooo0

One single micro-program in the DA is enough
DA = BBBB:BBBB:0800:0700:0200:0000:0000:0000

NIX-CZ



Control Plane

,Kam s nim?“
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BGP Overlay

IPv4 :10.10.22.0/24
NH:10.1.21.1

" eBGP

CE 1

10.1.21.21
10.1.21.1

|IPv6

IBGP

IPv6

VPNv4 :10.10.22.0/24
NH:2001::3

RD-1:1

RT -1:1

uDT4- fcbb:bb00:3:€002::

3

Locator
fcbb:bb00:3::/48

IPv4 :10.10.22.0/24
NH:10.3.22.22

" eBGP

10.3.22.3
10.3.22.22

uDT4 - fcbb:bb00:3:e002::

CE



L3 VPN Dataplane

CE

SA:2001::1
DA:fcbb:bb00:3:e002: :
NH:IPv4

SA:10.10.21.10
DA:10.10.22.10
NH:UDP

UDP Header/Data

SA:10.10.21.10
DA:10.10.22.10
NH:UDP

UDP Header/Data

10.1.21.21

10.1.21.1

|Pv6

SA:10.10.21.10
DA:10.10.22.10
NH:UDP

UDP Header/Data

L

e ™
o H
o
o o
by
e O
o

S L |
Q9

Q2

uDT4 - fcbb

10.3.22.22

CE



EVPN

* No Changes Required! NH:2001::3

RD-1:1
RT -1:1
i B G P uDX2- fcbb:bb00:3:003::

<

(=)

uDX2 — fcbb:bb00:3:e003::

EVI 7543 EVI 7543
Locator — fcbb:bb00:3::/48



EVPN Dataplane

SA:2001::1
DA:fcbb:bb00:3:e003::
NH:L2

Locator — fcbb:bb00:3::/48

EVI 7543 EVI 7543

CE

CE 1 IPv6

uDX2 — fcbb:bb00:3:e003::



ISIS for SRv6

LSP (Link State Packet):

TLVs:
Hostname:

Interfaces:

Neighbors:

IP addresses:

Locator:

Capabilities:

R2

uA:fcbb:0:2:e001::
HUO/O/O/O Structure: BL=32;NL=16;FL=16;AL=0
Hu0/0/0/1 uA:fcbb:0:2:e002::
LOO Structure: BL=32;NL=16;FL=16;AL=0
R1
R3
fcbb:0:2::1/128
2001:12::2/64

fcbb:0:2::/48

uN:fcbb:0:2::

Structure: BL=32;NL=16;FL=0,AL=80

Algorithms ......
SIDs can insert
SIDs can decap

LoO
fcbb:0:2::1/128

Locator:

fcbb:0:2::/48 R2 Hu0/0/0/1
uA:fcbb:0:2:2002::

Structure: BL=32;NL=16;FL=16;AL=0
Structure: BL=32;NL=16;FL=0,AL=80

uA:fcbb:0:2:e001::

Structure: BL=32;NL=16;FL=16;AL=0:
2001:12::2/64
Hu0/0/0/0

R1




ISIS LSP Example

IS-IS 1 (Level-2) Link State Database

LSPID LSP Seqg Num LSP Checksum LSP Holdtime/Rcvd ATT/P/OL
r2.00-00 0x00000009 0x4f06 1145 /1200 0/0/0
Area Address: 49
NLPID: 0x8e
Hostname: rl
IPv6 Address: 2001::2
Metric: 10 MT (IPv6 Unicast) IPv6 fcbb:bb00:2::1/128
Prefix Attribute Flags: X:0 R:0 N:1 E:0 A:0
Metric: 1 MT (IPv6 Unicast) IPv6 fcbb:bb00:2::/48 L-C)(:Eit()r

Prefix Attribute Flags: X:0 R:0 N:0 E:0 A:0 gyt
MT: IPv6 Unicast 0/0/0 Capabllltles
SRv6 Locator: MT (IPv6 Unicast) fcbb:bb00:2::/48 D:0 Metric: 0 Algorithm: 0

Prefix Attribute Flags: X:0 R:0 N:0 E:0 A:0 END

END SID: fcbb:bb00:2:: uN (PSP/USD)

SID Structure:
Block Length: 32, Node-ID Length: 16, Func-Length: 0, Args-Length: O END.X
Router Cap: 0.0.0.0 D:0 S:0
IPv6 Router ID: 2001::2 SID Structure
SR Algorithm:
Algorithm: O
Algorithm: 1

SRv6: 0:0
Node Maximum SID Depth:
SRH Max SL: 3

SRH Max End Pop: 3
SRH Max T.insert: 3
SRH Max T.encaps: 4
SRH Max End D: 4
Metric: 10 MT (IPv6 Unicast) IS-Extended r1.00
Local Interface ID: 6, Remote Interface ID: 6
Interface IPv6 Address: 2001:12::2
Neighbor IPv6 Address: 2001:12::1
END.X SID: fcbb:bb00:2:e001:: B:0 S:0 P:0 uA (PSP/USD) Alg:O0
SID Structure:
Block Length: 32, Node-ID Length: 16, Func-Length: 16, Args-Length: O
Total Level-2 LSP count: 1 Local Level-2 LSP count: 0



Adresovani
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Terminologie adresovani

uSID F3216: uSID format with
uSID Block size: 32 bits
ID size: 16 bits

uSID F3216 structure:

Block Set Node
SID Space (/24) ID ID ID
A A A A
[ Y \ \V{ \
PPPP:PPBB:SSII
\ A\ )
BIockY(/32) 16Ybit

ID
NIX-CZ



1. Doporuéené adresovani Vv~
Privatni alokace /24 z FC00::/8
FCCA:FE0O::/24 — CA:FE jsem zvolil pro NIX.CZ

2. Podporované, ale nedoporucené A
Alokace z verejnych GUA adres

3. SRv6 alokace Vv*
Pouziti /24 z podsité 5F00::/16

NIX-CZ



FCCA:FEGOQ::/32

90 - Low-cost (Flex algo SPF)
91 - Low-delay (Flex algo latency)

NIX-CZ



Flex Algo
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Flexible Algorithm

* Zkracené “Flex-Algo”
— Definuje operator sam na zakladé vlastnich provoznich pravidel
— Vychozi algoritmus 0 uvazuje vse (routery, linky, IGP metriky)
* Flex-Algo K je definovan jako
— Minimalizuje nékterou z metrik: IGP(cestu), zpozdéni, ...
— Vyrazeni metrik z vypocCtu cesty: soubeh linek, SRLG, ...
* Priklad
— Operatorl definuje Flex-Algo 128 jako "minimalizuj IGP metriky a soubéh linek s nazvem "green"
— Operatorl definuje Flex-Algo 128 jako "minimalizuj zpozdéni a soubéh linek s nazvem "blue"

NIX-CZ



SRv6 Flex Algo IGP

fcbb:0:3::/48

Shortest IGP

CE 1

fcbb:1:3::/48

SRv6

Shortest latency

Locator MAIN
Locator LATENCY

3 CE

LoO: 2001::3/128

fcbb:0:3::/48 — Algorithm O
fcbb:1:3::/48 - Algorithm 128

NIX-CZ



BGP — SRv6

IPv4 :1.0.0.0/8
2.0.0.0/8
NH: 10.0.0.1

d
al

CE 1

Forwarding: 1.0.0.0/8 — fcbb:0:3:e000
2.0.0.0/8 — fcbb:1:3:e001

fcbb:0:3::/48

fcbb:1:3::/48

Shortest IGP

SRv6

Shortest latency

VPNv4 :1.0.0.0/24 SID fcbb:0:3:e000
2.0.0.0/24 SID fcbb:1:3:e001
NH:2001::3

<

IPv4 :1.0.0.0/8
2.0.0.0/8
NH:10.0.0.4

<«

3 CE

Lo0: 2001::3/128

Locator MAIN fcbb:0:3::/48 — Algorithm 0
Locator LATENCY fcbb:1:3::/48 - Algorithm 128

NIX-CZ



SRv6 DATAPLANE

CE

DA:1.0.0.1

DA:2.0.0.1

DA:fcbb:0:3:e000::
NH:IPv4

DA:1.0.0.1

fcbb:0:3::/48 Shortest IGP

SRv6

fcbb:1:3::/48
Shortest latency

DA:fcbb:1:3:e001::
NH:IPv4

DA:2.0.0.1

NIX-CZ
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SRv6 Flex Algo - IGP

segment-routing

Srve
locators

locator LATENCY
micro-segment behavior
prefix fcbb:bb01l:1::/48
algorithm 128
router isis 1
flex-algo 128
metric-type delay

ode psp-usd

New Locator Name

Locator Prefix (Different)

Flex Algo number 128-255

Definition of specific Flex Algo
Latency metric for 128

This Router will advertise

/ FA definition within the domain
advertise-definition

address-family ipv6 unicast
segment-routing srvé6
locator LATENCY

This will result in:

Locator is advertised +FA definition

uN function is advertised - for FA

uA for each ISIS interface is allocated and
advertised for FA



SRv6 L3 VPN Flex Algo

router bgp 1
address-family vpnv4 unicast

vrf LowLatency Name of the Locator
rd 1:2

address-family ipv4 unicast
segment-routing srvé6

locator LATENCY Single DT function is allocated
alloc mode per-vrf <« per VRF and AF

This will result in:
uDT4 function is allocated from LATENCY locator
All prefixes in VRF are advertised with uDT4 function



SRv6 L3 VPN Multiple Algorithms in VRF

For prefix 1.1.1.1 we will

route-policy MIX allocate uDT from LATENCY
if destination in (1.1.1.1/32) then ,/////

set srvé6-alloc-mode per-vrf locator LATENCY
else
set srvé6-alloc-mode per-vrf locator MAIN

endif \\\\\\

end-policy For all others uDT from
router bgp 1 MAIN
vrf Both

address-family ipv4 unicast
segment-routing srv6
alloc mode MIX

- Route-Policy application



Latency Configuration

performance-measurement
interface Gig0/0/0/0

delay-measurement _ ) _
o This will set latency of the link to

advertise-delay 7543 )
7543 microseconds

NIX-CZ



Dékuji za pozornost
Mr@nix.cz
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