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Interni sluzby na
IPv6-only

Pribéh jednoho nelspésného pokusu
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Interni sluzby?




Co je to interni sluzba

e Sluzba pristupna pouze pro zameéstnance
e Historicky: lokalni sluzby dostupné pomoci pocitacd v kancelari
e Potom: lokalni sluzby dostupné pomoci VPN

e Dnes: smés lokalnich a cloudovych sluzeb dostupna pouze opravnénym
uzivatelim
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Sit RIPE NCC &

e Neprivilegovana sit v kancelafi
e Trvale spustény VPN klient na kazdém firemnim pocitaci
o Praktické pro (necekanou) praci zdomova
o Pouziva se Split tunnel (mame pobocku v Dubaji a zameéstnance v zahranici)
o IPv4 and IPv6 jak uvnitr tak vné tunelu
e Probihajici migrace prihlaseni pomoci LDAP na Single Sign-On
o Ovéreni pomoci SSO je mnohem silnéjsi nez ovéreni podle IP adresy

o Ovéreni podle IP adresy je nepouzitelné s cloudovymi sluzbami
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IPv6-only vhodné pro interni sluzby

e Sluzby pristupné pouze zaméstnanciim

e Kazdy zaméstnanec ma VPN klienta, ktery poskytuje IPv6 konektivitu k internim
sluzbam

e Co by se jen mohlo pokazit?
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Pribeh




Pribéh @/

e Novy zameéstnanec nastoupi do RIPE NCC. Pamatuje si tricko IPv6 Act Now z roku 2010.
e Zeptd se kolegl: “Mizeme tuhle novou sluzbu spustit IPv6-only?”

e Jejich odpovéd: “Nejspis ano.”

D..
1IN WO ACT NOW
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https://www.ripe.net/publications/ipv6-info-centre/

Prvni prekazky

e Systém spravy konfigurace servert predpokladal dual-stack
e Dohledovy systém predpokladal, ze kazdy server ma IPv4 adresu

e Zameéstnanec: “Tohle miizeme opravit!”
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Vytvoren prvni prototyp &

Zaméstnanec: “Prvni verze sluzby je hotova. Mlizete ji vyzkouset?”

Pracovnik 1 (v kancelari): “Funguje!”

www.doesnotwork.eu

Pracovnl’k 2 (doma): “Funguje!" ® doesnotwork.eu £ Incognito

Pracovnik 3 (doma): “Vibec nefunguje!”

°3
. \ This site can't be reached
) J www.doesnotwork.eu's server |IP address could not be found.
e <‘: ,.:"J:’I Try:

e Checking the connection
« Checking the proxy, firewall and DNS configuration

ERR_NAME_NOT_RESOLVED
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Je to vzdycky DNS! &

S ping6 www.doesnotwork.eu

PING6 (56=40+8+8 bytes) 2001:67c:2e8:1200::b20 --> 2001:1528:132:70: :d0e5
16 bytes from 2001:1528:132:70::d0e5, icmp_seq=0 hlim=56 time=99.158 ms

16 bytes from 2001:1528:132:70::d6e5, icmp_seq=1 hlim=56 time=148.704 ms
AC

--- www.doesnotwork.eu ping6 statistics ---

2 packets transmitted, 2 packets received, 0.0% packet loss

round-trip min/avg/max/std-dev = 99.158/123.931/148.704/24.773 ms

S curl https://www.doesnotwork.eu
curl: (6) Could not resolve host: www.doesnotwork.eu
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Stub resolvery se snazi byt chytreé

Pripojeno k siti jen s IPv4 Pripojeno k siti typu dual-stack

$ scutil --dns | head
DNS configuration

resolver #1
search domain[@] : ripe.net
nameserver[0] : 10.248.43.64
if_index : 14 (en@)
flags
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$ scutil --dns | head
DNS configuration

search domain[@] : ripe.net

nameserver[0] : 2001:67c:2e8:11::c100:1365
nameserver[1] : 193.0.19.101

if_index : 14 (en@)

flags : Request A records,




Filtrovani AAAA dotaz(i ve Stub resolverech

e Prinejmensim v macOS a na Windows

e Nedokumentovana pravidla

e Nekonzistentni chovani podle typu pouzitého API (ping6 vs. curl)
e Nevime, jak vynutit poklddani AAAA dotaz

e Na macOS lze pomoci nedokumentovanych funkci scutil vynutit AAAA dotazy pro
full-tunnel VPN
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https://gist.github.com/smammy/3247b5114d717d12b68c201000ab163d

L " 4

Nepf¥ilis stastny konec

e Vratili jsme se zpét k dual-stacku
e Sluzba je pouzivana po IPv6 jen zaméstnanci s IPv6 konektivitou
e Nasde ndstroje jsou ale pfipraveny pro provoz serverl pouze s IPv6

e Objevili jsme dalsi prekazky provozu IPv6-only
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Dalsi prekazky




Single Sign-on: Okta

75.2.61.197
99.83.207.185
ok9-crirs.tng.okta.com L

% K
\ add8f60d3f58b8ce rator com

ok9-crirs.oktaed....okta.com

https://stat.ripe.net/widget/dns-chain#resource=ripencc.okta.com
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https://stat.ripe.net/widget/dns-chain#resource=ripencc.okta.com

Single Sign-on: Okta @

Zeptali jsme se

9 Damiano Albani (RIPE NCC) asked a question.
March 9, 2022 at 5:28 PM
e Deactivated User (ojovp)

IPv6 support Edited March 10, 2022 at 4:41 PM

Hello, Hello @Damiano Albani (RIPE NCC)

I hope you are having a great day
As far as I know and can see from a simple DNS resolve, Okta doesn't seem to support IPv6 connectivity.
Do you plan add support for it in the short (to medium) term? Thank you for posting, Currently IPV6 its not fully supported but we are continually hoping to
I found a single question in the Help Center regarding IPv6, about the IP zone policy functionality:
https://support.okta.com/help/s/question/0D50Z00008C3jm1S AB/ipv6-support-for-ip-zone-policy

Could you give an update?

provide the best customer experience, so perhaps you would like to share your use case to
implement this functionality in a future release. The best method for getting our Product
Managers’ attention is to submit an idea to the community site. Once ideas are submitted, they are
visible to other Okta admins, who can vote on them to provide more visibility and allow you to

Thanks!

monitor the potential for future enhancements.To Create an Idea:

1. Go to https://ideas.okta.com/

2. Enter your Okta tenant name and click "Go" (if necessary)

3. Sign in and search the Ideas page for existing feature requests to upvote, or click “Make a
suggestion” to submit your own

4. Encourage the other admins in your org to upvote the idea as well
https://support.okta.com/help/s/article/Okta-Ideas-Overview-FAQ

Henry E.
Okta Inc
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Single Sign-on: Okta

Odeslali jsme napad

okta ideas

Dashboard

)

Releases

= Apps/ Product Areas ¥

&

What's
Coming?

Submit a Request for Okta Ideas

Back to Okta Make a Suggestion

Help Center

Recently Released

Napad neziskal zadny ohlas od ostatnich uZivateld systému Okta. &
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My Priorities (2)

Vote

Title

IPv6 Support for [company].okta.com

Support for IPv6 in Network Zones

Status

@ Awaiting Feedback

@ Product Review

2

Reset Global Filters

Priority
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Single Sign-on: Okta

Okta nas kontaktovala s pilotni podporou IPv6
e Jsme prvni zakaznici pozadujici IPv6
e Maji problém najit businessovy pripad pro projekt podpory IPv6
e Maji strach z narizeni vlady USA o podpore IPv6-only

e Nechtéji ztratit zakazniky z verejného sektoru USA
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https://www.commerce.gov/about/policies/ipv6-policy

SIEM System: Rapid7 InsightIDR

Maly problém nespadajici do RIPE-772
e Musime vyhledavat bezpecnostni incidenty (NIS2, SOC2, ISO 27001,...)
e Na kazdy server instalujeme agenta InsightIDR
e Agent sbira logy o incidentech na IPv4 i IPv6

e Agent potrebuje IPv4 pro komunikaci s centralou <
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SIEM System: Rapid7 InsightIDR

Nekdo se zeptal

IPv6 Proxy for InsightVM agents

W InsightVM

aobersteiner armin

How can | use an IPv6 proxy (can proxy IPv4) with the Insight VM agent?
Our servers are in an IPv6 environment with a proxy for IPv4 needs.

176 views
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4 Reply
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Jsme to jen my?




Jsme natolik odlisni?

e Z&dny prezentovany problém neni nijak unikatni pro RIPE NCC
e Uz je rok 2025. Tézko mizeme byt prvni, kdo néco takového zkousi

e VlIdda USA uz vyzaduje "nejméné 50% aktiv pouzivajicich protokol IP na
federalnich sitich bézicich v rezimu IPv6-only”
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Stale se shazime &

e Nase ndstroje jsou ale pfipraveny pro provoz serverl pouze s IPv6
e Snazime se odstranit posledni zavislosti na IPv4

e Neékteré produkty jako SSO nebo SIEM nemaji mnoho srovnatelnych konkurencnich
nabidek a ani my si nemUzeme dovolit vyménit podporu IPv6 za jiné dilezité
vlastnosti

MOze pomoci IETF?
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Otazky,
pripominky ?

' Ondrej@Caletka.cz
‘ https://Ondrej.Caletka.cz



RIPENCC
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Diky za
pozornost!



