NON | M tcpdump.ra.pcap
: = K N 1 = :

A m e = RO Re=m»EF & . = @ Q Q TF

| =)+

lo. Time Source Destination Info
1 2025-06-04 23:09:58,310709 fe80::60d6:ebff:fe69:.. ff02::1 Router Advertisement from 62:d6:eb:69:ed:85
2 2025-06-04 23:10:00,266982 fe80::f08b:acff:fe7b:.. ff02::1 Router Advertisement from f2:8b:ac:7b:a8:ac
3 2025-06-04 23:10:01,398448 fe80::a0ce:99ff:fec8:.. ff02::1 Router Advertisement from a2:ce:99:c8:el:50
4 2025-06-04 23:10:05,432774 fe80::e859:9eff:fell:.. ff02::1 Router Advertisement from ea:59:9e:11:2d:bd
5 2025-06-04 23:10:06,336967 fe80::7cf@:b7ff:fe59:.. ffo2::1 Router Advertisement from 7e:f@:b7:59:0d:ab
6 2025-06-04 23:10:07,379995 fe80::1846:52ff:fe8b:.. ff02::1 Router Advertisement from 1a:46:52:8b:93:e2
7 2
8 2
9 2

= Windows, VLAN trunky a IPv6:

802.1Q e
000,

= vecni nepratele "

Type @
Internet Protocol Version 6, Src: fe80::e859:9eff:fell:2dbd, Dst: ffl§ YY/Y Y. <C WOTWOTWOTUEG VY YO W9 YU TT v 1T 1T 11 17 «mess
0110 ... e B 0090 ff ff fd 00 00 00 00 00 00 00 00 00 00 00 00 00 SR ::::e:::

. 0000 0000 .... .... ..uu 2u:s 2u.. = Traffic Class: 0x00 (DS 0020 00 00 18 03 40 08 ff ff ff ff fd 00 00 64 00 00 Ceaa@ere e d--

«xa. 1000 1010 0000 0001 0100 = Flow Label: 0x8a0@14 20b0 00 00 00 00 00 00 00 00 ©00 00 19 03 00 00 00 OO -« -+« v =« ovunrn.
Payload Length: 168 00c @7 08 fd 00 00 00 00 00 00 00 00 00 00 00 00 @0 - - - e
Next Header: ICMPv6 (58) 00do 00 64 05 01 00 00 00 00 05 d4 01 01 ea 59 9e 11 Y BRI Y-

Hop Limit: 255 00ed 2d bd -

Sou : 3¢ 3

Des Radek Zajic, radek@zajic.v.pytli.cz

[St
Internet Control Message Protocol vb6
-

o z 802.1Q Virtual LAN (vlan), 4 bytes Packets: 9 Profile: Default

e Den IPv6, 6. 6. 2025




Windows miluji IPv6 (jiz od roku 2006)

Internet Protocol Version & (TCP/IPv6) Properties Iilg

General %1

You can get IPva settings assigned automatically if your network supparts this capability.
Dtherwise, you need to ask your netwark administrator for the appropriate IPvG settings.

(") Obtain an IPv6 address automatically I
i@ Use the following IPv6 address:

IPvE address: 2a01:b0:
Subnet prefix length: a4
Default gateway: 2a01:b0:

Obtain DM5 server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server: 2a01:b0:

Alternate DMS server:

[ Advanced... J

|

https://arstechnica.com/information-technology/2007/06/vista-under-the-hood/
6. 6.2025 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)

[ QK ] [ Cancel
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Windows miluji IPv6 (jiz od roku 2006)

Rychlost spojeni (pfijem/pfenos):
Adresa IPv6:

Mistni IPv6 adresa v ramci
propojent:

Servery DNS [Pveé:
Adresa |Pv4:

Servery DNS [Pv4:
Primarni pfipona DNS:
Vyrobce:

Popis:

Verze ovladace:
Fyzicka adresa (MAC):

Kopirovat

1000/1000 (Mbps)

2a03: .0:ae45:8909:eee:a02f
2alc’ -ff00:bc8:ed82:2080:28
25

fe80::d60a:8171:4c9b:7d7%9

fd00::1

192.168. 182
192.168. .1
dira.lan

Intel

Intel(R) Ethernet Connection (4)
1219-LM

12.19.0.16
CO-3E-BA-49-EA-EC

6. 6.2025 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)



Podnikové sité miluji VLANy

* Sit pro hosty

* Sit pro tiskarny

* Sit pro servery

* Sit pro klientské stanice
* Sit pro spravu sité



Administratori miluji jednoduchou konfiguraci

interface GigabitEthernetl/0/1
description Den IPvo (2025)
switchport mode trunk

switchport trunk native vlan 17
switchport trunk allowed vlan 17,42



Ethernetové ramce (obcas) maji VLAN tagy

Preamble SFD | Destination Address Source Address Type/Length Data FCS
bytes 6 1 6 6 2 Upto 1500 4
IEEE 802.3 Ethernet Frame Format
Preamble SFD Destination Address Source Address Tag Type/Length Data FCS
bytes b 1 b bytes b bytes 2 bytes 2 bytes Upto 1500 bytes 4 bytes
IEEE 802.1Q Tag Insertion -

TPID PCP CFI vID
bits 16 3 1 12

IEEE 802.1Q Tag Format

TPID = Tag Protocol Identifier
PCP = Priority Code Point

CFl = Canonical Format Indicator
VID = VLAN Identifies (VLAN 1D)

https://www.freeccnastudyguide.com/study-guides/ccna/ch7/7-4-vlan-trunking-isl-802-1q/
Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025) 6
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Windows tajné poziraji VLAN tagy

6. 6.2025 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)



Windows tajné poziraji VLAN tagy

VLAN 17 untagged

VLAN 42 tagged m
d IJJIJJI JIJJI JIJJI JI j

| N N N e e e |
| bt

6. 6.2025 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)



Windows slysi router advertisementy vsech VLAN

VLAN 17 untagged, IPv6 RA,
2001:dead:beef::/64

VLAN 42 tagged, IPv6 RA, .
2001:dead:babe::/64 m
> IJJIJJI JIJJI JIJJI _J. j_‘
d

| N N N e e e
| Daptitit

6. 6.2025 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)
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Rychlost spojeni (pfijem/prenos):
Adresa IPv6:

Mistni IPv6 adresa v ramci
propojent:

Servery DNS |Pvé6:

Adresa IPv4:

Servery DNS |Pv4:
Primarni pfipona DNS:
Vyrobce:

Popis:

Verze ovladace:

Fyzicka adresa (MAC):

1000/1000 (Mbps)

2a03; 0:4e45:8909:eee:a02f
2a03: d30b:5fce:7f1:e282
2a0c: §00pc8:ed82:2080:28
25

2a0c: 64 741:3beabe3ae
82f

fe80::d60a:8171:4c9b:7d7%9
fd00::64

fd00::1

192.168.255.182

192.168.255.1

dira.lan

Intel

Intel(R) Ethernet Connection (4)
1219-LM

12.19.0.16
CO-3E-BA-49-EA-EC

Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)
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Windows slysi router advertisementy vsech VLAN

6. 6.2025

Vlastnost Hodnota

Maska podsité 1Pv4 255.255.255.0

Datum zapujceni IP a... Ctvrtek 5. ¢ervna 2025 11:01:52

Zapujéeni IP adresy v... Ctwrtek 5. ¢ervna 2025 11:23:25

Vychozi brana IPv4 192.168.255.1

Server DHCP |Pv4 192.168.255.1

Server DNS |Pv4 192.168.255.1

Server WINS 1Pv4

NetBIOS nad TCP/IP ... Ano

|Pv6 adresa 2a03:
2a03:

-01ae45:8909:-eee:a02f
654}d30b:5fce: 7f1:e282

Docasna |IPv6 adresa  2a03: -0-61553-2267-be 10-3dd0
Docasna IPv6 adresa  2a03: 64)d553:2267-be10:3dd0
Docasna IPv6 adresa  2alc: 1100|bc8-ed82:2080:2825
Docasna IPv6 adresa  2alc: 1641874 1:3bea:be3a:e82f

Mistni IPv6 adresavr... fe80:d60a:8171:4c9b:7d7%9
Vychozi brany IPv6 fe80::a0ce:99ff fec8.e150%9

fe80::e859:9eff-fe11:2dbd%9

Servery DNS IPv6 fd00:-64
fd00:-1

Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)
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Windows slysi router advertisementy vsech VLAN

VLAN 17 untagged, IPv6 RA,
2001:dead:beef::/64

VLAN 42 tagged, IPv6 RA, .
2001:dead:babe::/64 m
> .JJIJJ. JIJJ. JIJJ. JI j—J
d

| N N N e e e
| Daptitit

6. 6.2025 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)
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Windows slysi router advertisementy vsech VLAN

6. 6.2025

Ethernet - viastnosti

Prifazeni IP adresy:

Prirazeni serveru DNS:
Servery DNS |Pv4:

Agregovana rychlost propojeni
(pfijem/prenos):

Adresz IPv6:

Mistni IPv6 adresa v ramci
propojeni:

Vychozi brana IPv6:
Servery DNS IPvé:

Automaticky (DHCP)

Rucne

192.168.200.51 (bez sifrovani)

192.168.200.52 (bez sifrovani)

1000/1000 (Mbps

a01:5e )a030e(:b86cdbd4S:51da
2a01:5e alla75b:87dd:d037:d781
2a01:5¢ 3788:d795:6702:3¢c4b
2a01:5¢ 2159fe:6985:ae50:96¢3
2a01:5e 8f3e:4999:360d:578e
fe80 3fcl:.cbaa%13
fe80: fffeab:5abc%13
2a01 bez sifrovan

Autor: Radim Friedel

Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)
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Pro odchozi provoz si vybiraji adresu nahodné

6. 6.2025

Ethernet - viastnosti

Prifazeni IP adresy:

Prirazeni serveru DNS:
Servery DNS IPv4:

Agregovana rychlost propojeni
(prijem/prenos):

Adresz IPv6:

Mistni IPv6 adresa v ramci
propojeni:

Vychozi brana IPv6:
Servery DNS IPvé:

Automaticky (DHCP)

Rucne

192.168.200.51 (bez sifrovani)
192.168.200.52 (bez sifrovani)

10001000 (Mbps

30e(:b86cdb4%:51da

2a01:5e alla750:87dd:d037:d781
2a01:5e 3788:d795:b702:3c4b
2a01:5¢ Gfe:6985:ae50:96¢3

o
Bf3e:4999:360d:578e

fe80 3fcl.cbaa%i13
fe80 fffeab:5abc%13
2a01 (bez sifrovani)

Autor: Radim Friedel

Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)
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ProC se toto nedéje na IPv4?

DHCP Discover in VLAN 17

DHCP Offer

DHCP Request in VLAN 17

DHCP Acknowledgement

| :J IJ IJ :J :J :J I |

Ll FE N "N "N "m . | ]

H B B B B RN
.
iEir)clitSic

Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)
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Jak z toho ven: konfigurace sitovky ve Windows

Obecné Uplesnt Oviadaé Podrobnost Uddlost Rizeni spoffeby

Pro tento sifovy adaptér jsou dostupné nasledugcl viastnost Na levé
strané kliknéte na viastnost klerou cheete zmént a na pravé strané zvolle

pozadovanou hodnotu

Viastnost Hod

Legacy Swich Compatibiity Mode Packet s =
Link Speed Battery Saver Priority 8 VLAN

Locally Admirustered Address Packet Prionty & VLAN Dis

Loi Link State Event Packet Priority Enabled

Protocol ARP Ofload ViANCasbied
Protocol NS Ofoad

PTP Hardware Timestamp

Receive Buffers

Reduce Speed On Power Down

Software Timestamp

Speed & Duplex

System Idle Power Saver

| ok | Zrudt

Autor: Radim Friedel

6. 6.2025 Radek Zajic, radek@zajic.v.pytli.cz, Den IPv6 (2025)



Jak z toho ven: sitova konfigurace pro Windows

interface GigabitEthernetl/0/1
description Den IPve (2025)
switchport mode access

switchport access vlan 17
I

17
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m linkedin.com/in/radek-zajic/

@zajDee
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